INVESTOR COMPENSATION FUND POLICY ON PERSONAL DATA PROTECTION OF THE PERSONS THAT HAVE SUBMITTED A CLAIM FOR COMPENSATION
General information
On 25th of May 2018 a new Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data, has entered into force. The Regulation aims at ensuring the data protection of physical persons from all EU member-states and at unifying the regulations on processing them.

In its capacity of personal data controller, whereas the personal data are being collected  in relation to considering the claim for compensation payment and with payment of compensation to the clients of investment intermediaries, the Investor Compensation Fund enforces all the requirements of the new regulation, whereas it collects solely the data of the physical persons as much as these are necessary within the procedure for compensation payment, regulated in the  Law on Public Offering of Securities and the issued acts for its enforcement, and keeps them in responsible and lawful manner.


Information about the Personal Data Controller
1. Appellation: Investor Compensation Fund
2. Head office and registered address: city of Sofia, 1000, 31, “Tsar Shishman” Str., floor 2

3. E-mail: office@sfund-bg.com
4. Telephone: 02/981 27 10

5. Fax: 02/981 45 71

Information about the competent supervisory body
1. Appellation: Commission for Personal Data Protection
2. Head office and registered address: city of Sofia, 1592, 2, “Professor Tsvetan Lazarov” Boul.
3. Telephone: 02/915 35 18

4. E-mail: dpo@cpdp.bg, kzld@cpdp.bg
5. Website: www.cpdp.bg
The Investor Compensation Fund is doing its business in accordance with the Personal Data Protection Act and Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data.
GROUNDS FOR COLLECTION, PROCESSING AND STORAGE OF THE PERSONAL DATA OF INVESTMENT INTERMEDIARIES’ CLIENTS
Article 1. (1) The Investor Compensation Fund (the Fund) collects and processes personal data in relation to providing investment intermediaries’ clients with compensation under article 77a – 77x of the Law on Public Offering of Securities (LPOS), Ordinance № 46 on the order and manner of compensation payments of the Investor Compensation Fund and regulations issued on the enforcement of the LPOS, in relation to the activity of the Fund.
(2) In relation to the compensation payment activity, the Fund is personal data controller. 
OBJECTIVES AND PRINCIPLES OF COLLECTION, PROCESSING AND STORING PERSONAL DATA 

Article 2. (1) The personal data provided in voluntary manner by investment intermediaries’ clients are being collected and processed for the purposes of identification and in relation to considering the claim for compensation payment and with the payment of compensation to investment intermediaries’ clients, under the LPOF and Ordinance № 46 on the order and manner of compensations payment by the Investor Compensation Fund.

(2) The provision of personal data that are necessary for considering the claim for compensation payment and for payment of compensations to investment intermediaries’ clients, is entirely mandatory as long as it results from the imperative regulations.

(3) The Fund conforms to the following principles when collecting and processing personal data, in relation to the compensation payment activity:

· Lawfulness, good will and transparency;

· Limitation of the processing objectives;
· Relevance to the processing objectives and minimization of the collected data;

· Precision and up-to-date character of data;

· Storage limitation in view of achieving the objectives;
· Comprehensiveness and confidentiality of processing and ensuring suitable security level of the personal data.

WHAT ARE THE TYPES OF PERSONAL DATA BEING COLLECTED, PROCESSED AND STORED BY THE ICF
Article 3. (1) The Fund processes only the lawfully collected personal data necessary for particular, precisely defined and lawful objectives. 
(2) The Fund processes the following categories of personal data that ensure client’s identification and are necessary for considering the claim for compensation payment and for payment of compensations to investment intermediaries’ clients:
- Names, residence and current address, email, telephone; PIN; number of the identity document – in view of the physical persons that have sent claim for compensation payment;
- Names, email, address, telephone, PIN; number of the identity document – of the legal representatives of legal entities that have submitted claim for compensation payment;

- Names, email, address, telephone, PIN; number of the identity document – of the proxies of the persons that have submitted claim for compensation payment;

· Circumstances from which the right for compensation have arisen, subject to the claim for compensation payment;

· Held financial instruments that are subject matter of claim for compensation payment, individualized in terms of type, quantity, value and other relevant characteristics of their individualization and assessment;
- Held monetary funds, which are subject matter of claim for compensation payment – individualized in terms of currency and value; 
- Monetary payables to investment intermediary, and in view of the receivables towards it a claim for compensation payment was submitted;

- Data necessary for clients’ assets valuation that are subject matter of claim for compensation payment;

- Data about the absence of circumstances under article 77d, paragraph 2, point 2, 4, 13 and 14 and paragraph 3 and article 77w of the LPOS;

- Data concerning the unforeseen circumstances under article 77u, paragraph 2 of the LPOS (if applicable);
- Data that certify the grounds of the particular claim for compensation payment;
- Data about bank accounts and transfers, in relation to establishing the right to compensation and in relation to compensation payment.   

(3) In terms of investment intermediaries’ clients, the ICF does not collect and does not process “sensitive personal data” that refer to the following:

·    They reveal persons’ racial or ethnical origin;

·    They reveal political, religious or philosophical convictions, or membership in trade unions;

·    Genetic and biometric data, data about health status or data about one’s sex life or sexual orientation.

(4) Third parties could receive information only in the manner and according to the statutory conditions.

(5) The Fund collects the personal data from the persons to which they refer or from their proxies.

(6) The Fund does not perform automated decision-making concerning data.

TERM OF PERSONAL DATA STORAGE
Article 4. (1) According to the Regulation of Organization and Operation of the Investor Compensation Fund, the Fund stores the personal data collected in relation with submitted claims for compensation payment, for a term of 10 years. After this term, the Fund would take the necessary cares to erase and destroy all these data.

(2) The Fund informs the clients of the investment intermediaries, in case the term for storing data should be extended in view of performing the objectives for which these have been collected, Fund’s legitimate interests or something else.


TRANSFER OF PERSONAL DATA IN ORDER TO BE PROCESSED
Article 5. (1) Upon its discretion, the ICF could deliver part or all the data to persons that have submitted a claim for compensation payment, to personal data processors for the performance of the processing objectives in conformity with the requirements of Regulation (EU) 2016/679.

(2) The ICF informs the clients of the investment intermediaries in the case of intent to deliver part or all their personal data to third countries or to international organizations.


RIGHTS OF THE PERSONS THAT HAVE SUBMITTED CLAIM FOR COMPENSATION PAYMENT WHEN COLLECTING, PROCESSING AND STORING PERSONAL DATA 
Right to one’s consent withdrawal on personal data processing 

Article 6. The Fund collects and processes personal data of the persons that have submitted claim for compensation payment, only in relation to considering claim for compensation payment and with the compensation payment. The refusal to provide personal data provides the Fund with grounds to refuse paying compensations out.
Right to access
Article 7. (1) The persons that have submitted claim for compensation payment have the right to require and receive from the ICF confirmation on whether their personal data are being processed.
(2) The persons that have submitted claim for compensation payment have the right to gain access to the data, as well as to the information that concerns collection, processing and storage of their personal data.
(3) Upon request, the ICF provides a copy of the personal data being processed of the persons that have submitted claim for compensation payment, in the suitable pattern.
RIGHT TO CORRECTION OR SUPPLEMENTATION
Article 8. Each and every person that has submitted claim for compensation payment, in view of which the ICF collects and processes personal data, could correct or supplement the imprecise or incomplete personal data related to him/her, and provide the new data in person or via proxy in the ICF office.

RIGHT TO ERASURE 
Article 9. (1) After the storage term has expired, the persons that have submitted claim for compensation payment have the right to ask the ICF to erase their personal data and ICF has the obligation to erase them with undue delay, only in the case the procedure for compensating the investors was finalized and there are no legal and other grounds for which these personal data were necessary.  
(2) The ICF is not obliged to erase the personal data only if it stores them and processes them for the following purposes:

- for establishing, exercising or defending legal claims;
- for conforming with legal obligation, which requires processing, provided for in the EU legislation or the legislation of the member-state that is enforceable towards the Controller or the performance of a task in public interest, or when exercising official powers with which it was provided.
(3) The ICF do not erase personal data that it is legally obliged to store, including to protect on the occasion of court claims raised against it or proving its rights.
RIGHT TO LIMITATION
Article 10. The persons that have submitted a claim for compensation payment, have the right to require from the ICF to limit processing the personal data related to them, if:

· He/she challenges the precision of the personal data, for a term that makes it possible for the Fund to check the precision of the personal data;

· Processing is illegal, yet the client does not wish his/her data to be erased, but for their usage to be limited;

· The Fund does not need more personal data for processing purposes, yet the client requires them for the establishment, exercising or defending his/her legal claims;

· The clients have objected against processing while waiting for the check of whether Fund’s legal grounds to prevail over their own interests to be finalized.

RIGHT TO TRANSFERABILITY
Article 11. The Client could request at any time withdrawing the data being stored and processed about him/her in relation to payment of compensations, bearing in mind this would impact the procedures of paying compensations and would result in refusal of paying compensation. 

RIGHT TO INFORMATION RECEPTION
Article 12. The persons that have submitted a claim for compensation payment, have the right to request from the Fund information about all the recipients to whom their personal data for which correction, erasure or limitation of processing was requested. The Fund could refuse providing this information, if this would prove impossible or requires unreasonably great efforts.
RIGHT TO OBJECTIONS
Article 13. The persons that have submitted claim for compensation payment could object at any time against the personal data being processed by the Fund that refer to them.

RIGHTS IN THE CASE OF VIOLATING PERSONAL DATA SECURITY
Article 14. (1) If the Fund establishes a violation of personal data security, which could bring about high risk to the rights and freedoms to the injured persons, the Fund should notify the latter in timely manner on the violation, as well as on the measures that were undertaken or about to be undertaken.

(2) The Fund is not obliged to inform the persons if:

· it has undertaken suitable technical and organizational measures for protection towards the data impacted by the security violation;

· Has consequently undertaken measures that ensure the violation would not result in high risk to the rights of the injured ones.
ENTITIES PROVIDED WITH PERSONAL DATA
Article 15. The personal data received for the purposes of paying compensations, could be provided to the Financial Supervision Commission, the Bulgarian National Bank, supervisors, syndics or liquidators of the investment intermediaries, whereas the receivables towards them are subject matter of the claim for compensation, of the servicing bank and of the bodies of the executive and judicial authorities, in relation to exercising the powers of the abovementioned people and bodies and/or if required by law. The Fund could provide other institutions with personal data as well whereas these institutions take part in the procedure for compensation payment, if necessary, for establishing the right to compensations payment by the Fund or upon request by the particular institution.
MISCELLANEOUS
Article 16. In the case their rights have been violated, the persons that have submitted a claim for compensation payment according to the abovementioned or the enforceable legislation towards personal data protection, have the right to lodge a complaint to the attention of the Commission for Personal Data Protection at the following address:

1. city of Sofia, 1592, 2, “Professor Tsvetan Lazarov” Boul.
2. Telephone:02/915 35 18

3. E-mail: dpo@cpdp.bg, kzld@cpdp.bg
4. Website: www.cpdp.bg
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